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PART 2015 - | NFORNVATI ON

Subpart E - Availability of Information Under the Privacy Act

§2015. 201 General purpose and scope.

The intent of the Privacy Act is to enable an individual to determ ne
what records Federal agencies possess that pertain to hinmfher; to prevent the
use of such records for inproper purposes; and to review and correct such
records. The Privacy Act is also intended to require Federal agencies to use
care in collecting and nmaintaining information relating to individuals and to
make agenci es and their enpl oyees subject to suit for danmmges that occur as a
result of violations of the Privacy Act. The protections afforded and the
rights conferred by the Privacy Act extend only to "individuals" who are
citizens of the United States and aliens lawfully admitted for permanent
resi dence, but do not extend to nonresident aliens, foreign nationals, or
fictional persons such as corporations, proprietorships, and businesses.

8§2015. 202 Del egation of authority and avail abl e assi stance.

The Freedom of Information Oficer (FO O, Freedom of Information/
Privacy Act Specialist, and Managenent Analyst in the National Ofice, each
State Director, each State Administrative O ficer/Adm nistrative Program
Chief, District Director, and County Supervisor are authorized to act,
respectively, at the National, State, District, and County |evel on behalf of
Rural Devel opnent on all requests for nmaterials and records. Admnistrative
O ficers and Program Chiefs in each State Office will provide adm nistrative
and techni cal support regarding Privacy Act matters to field offices. Al
enpl oyees are advi sed that assistance is readily available, upon request, from
their State Office, the National Ofice, and the Ofice of the General Counse
(OGC). (Revised 01-26-94, PN 218.)

§2015. 203 Access to records.

Rural Devel opnent enpl oyees and program applicants, borrowers, and
grantees nust be afforded the opportunity to inspect and photocopy their
records or any information pertaining to themthat is in a "System of Records"
and is in the custody of the Agency when requested. There is a Privacy Act
exenption to the release of information contained in an individual's Privacy
Act record that has been conpiled in reasonable anticipation of litigation
Thus, particular scrutiny should be given to any information that is
responsive to a request but that consists of an investigative report, tort
claim or comrunication with the Office of Inspector General (O G or with the
OGC. Rural Devel opnment enpl oyees shoul d not rel ease information concerning
ot her enpl oyees, applicants, or borrowers to the general public or enployees
of agencies other than the United States Departnent of Agriculture (USDA)

Wit hout consulting with the FO O unless witten
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§2015. 203 (Con.)

consent of the individual is obtained before the release of any such
information. |In addition, there is a well-recognized privacy interest in
protecting both the identity of individuals who provide infornmation to the
Agency and the content of the information provided under an expressed proni se
of confidentiality, particularly where informants reasonably fear reprisal

(a) Wen Rural Devel opnment enpl oyees are interviewed unexpectedly or
during news nmedi a coverage of a controversial action, care should be
taken to couch coments in general terns relating to program objectives
and positive program acconplishnments. Avoid specific information and
details of individual borrower or applicant cases.

(b) If news nedia groups or individuals persist in wanting specific

i nformati on regarding individual applicant or borrower cases, Rura

Devel opnent enpl oyees should obtain fromapplicants or borrowers a
witten waiver of their rights in accordance with the Privacy Act of 1974
before rel easi ng any such information. (See Exhibit D of this
Instruction.) |[|f a waiver is obtained, Rural Devel opnent enpl oyees
shoul d be prepared to discuss relevant material regarding the case in
question. Itens of inportance say be past production as conpared to
county or State averages, delinquencies, total debt as it relates to
repaynment ability and/or unauthorized disposition of secured property or
proceeds. |If a controversy concerning a particular case is anticipated,
the County Supervisor should prepare the information in advance and have
it readily available. Rural Devel opnent enpl oyees shoul d not express
their opinions or beliefs in regard to the particular case in question
Conments nust be limted to "statements of fact.”

(c) In the event the Agency receives a request pursuant to the Privacy
Act for access to medical records (including psychological records), and
it determnes that their disclosure would be harnful to the individual to
whom they relate, it may refuse to disclose the records directly to the
requester but nust transmt themto a doctor designated by that

i ndi vi dual

(d) If the Agency withholds any of the individual's records, it mnust
state which statutory exenption it is claimng as a justification. Many
records which m ght be exenpt from disclosure under the Privacy Act are,
however, avail able pursuant to the Freedom of Information Act (FO A).
This is why many requests for disclosure cite both statutes. Thus, if
denial is contenplated, it is not sufficient for the Agency to cite a
Privacy Act exenption alone. It mnmust also cite an appropriate exenption
under the FO A

2
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§ 2015.203 (Con.)

(e) Upon request from an individual for access to records pertaining to
hi rsel f or herself, the Agency, subject to applicable exenptions found in
§ 2015.204 of this subpart, nust:

(1) informthe individual whether it has such records;

(2) permt the individual to review the records if they exist;

(3) permt the individual to be acconpani ed by a person of his/her
choosing at the review, and,

(4) permt the individual to obtain a copy of all or any portions
of such records in a conprehensible formt.

(f) The Privacy Act prohibits general disclosure of any record in a
system of records to any person other than the subject individual unless
t he subject individual consents. This provision, which is subject to 12
enuner ated exenptions in the Act, was intended to give the individual who
is the subject of the record assurance agai nst uncontroll ed dissem nation
of personal data. (Revised 10-09-02, PN 351.)

§ 2015.204 Legal basis for withholding i nformati on (exenptions from
di scl osure).

Except for certain medical records discussed in § 2015.203 of this
subpart, and the mandatory nondi scl osures under 5 U.S.C. 552a(b) general rule
which "woul d constitute a clearly unwarranted invasion of personal privacy,"
there is only one Privacy Act exenption invoked by Rural Devel opnent in
denying a request for Privacy Act records. This exenptionis 5 U S.C
552a(d)(5). (Revised 10-09-02, PN 351.)

(a) 5 US.C 552a(d)(5) - "Nothing in this section shall allow an
i ndi vi dual access to any information conpiled in reasonable anticipation
of a civil action or proceeding." This ground for denial is relevant to

mat eri al Rural Devel opment has "conpiled in reasonable anticipation of a
civil action or proceedi ng" where such information is devel oped rel ative
to a problem case for which Rural Devel opnent intends to seek |itigation.
It should al so be i nvoked where there is a request for a tort claimfile
for investigative reports fromthe O G or where communi cations with the
O G or OCC are responsive to a request.

(Revi sed 10-09-02, PN 351.)
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§ 2015.205 Anendnent of records.

The standard for anending records is set forth in U S.C. 552a(e)(5),
which requires records to be 2accurate, relevant, tinely, and as conplete as
is reasonably necessary to assure fairness in determ nations about the
i ndi vidual nade on the basis of the records.2 The anmendnment provisions relate
to factual errors only. |If the record contains a statenent of opinion that
the requestor believes is inaccurate, it is not subject to anendnent on
request. When a request has been nade, not to amend a record, but rather to
delete information froma file, the applicable standard is found in 5 U S.C
552a(e) (1) of the Act, which requires that information contained in Federa
records be 2rel evant and necessary to acconplish a purpose of the agency
required to be acconplished by statute or by executive order of the
Presi dent. 2

(a) The Agency nust give a witten acknowl edgenent of a request for
anmendnent of records within 10 business days of receipt of the request.
Promptly thereafter, the Agency nust either nake the requested correction
or informthe individual of its refusal to amend the record. |If the
Agency refuses amendnent, it should state the reason for the refusal, set
out the procedures whereby a request for review of the refusal nmay be
made, and provi de the nanme and address of the appropriate Rura

Devel opnent Administrator to whomthe appeal should be addressed.

(Revi sed 10-09-02, PN 351.)

(b) The Agency nust neke a final determ nation on the request for review
within 30 days. |[If, after review, the Agency determ nes not to anmend the
record, it nust pernmit the individual to file a concise statenent setting
forth the reasons for disagreenment with the Agency's refusal to amend and
notify the individual of the provisions for judicial review of the

refusal under 5 U.S.C. 552a(g)(l)(A) of the Act.

5
(Revision 1)
(4-27-88) PN 83



RD I nstruction 2015-E

§ 2015.206 Accounting for disclosure.

A written accounting will be nade of all disclosures nade by Rura
Devel opnent and will be retained as part of the record from which disclosure
was made. This accounting, which will be retained for five years or the life
of the record, whichever is longer, will include the nanme and address of the
person or agency to whomthe disclosure was nade and the date, nature, and
pur pose of each disclosure. (Revised 10-09-02, PN 351.)

§ 2015.207 Civil renedies.

The Privacy Act authorizes individuals to bring injunctive actions to
enforce access and anendnent rights. An individual may al so sue to recover
damages when adversely affected by the Agency's failure to conply with any
provi sion of the Act or inplenmenting regulation. By providing for these civi
actions, Congress sought to ensure that individuals woul d have ready access to
the courts.

(a) The civil actions provided for in the Act may be brought only
agai nst the Agency itself or against the Adm nistrator in his officia
capacity. Civil suit may not be brought agai nst subordi nate Agency
of ficials.

(b) The Act provides that actions seeking danages, as opposed to those
seeking injunctive relief, my be filed in tw situations: (1) where the
Agency has failed to maintain a record relating to an individual in an
accurate, relevant, tinely, and conplete manner, and the individual has
been adversely affected by a determi nation made on the basis of the
record relating to his or her qualifications, character, rights,
opportunities, or benefit, and (2) where an individual is adversely
affected by the Agency's failure to conply with any provision of the Act
or any rule promul gated under the Act. Adverse effect includes not only
nonet ary danmage, but al so nonpecuni ary and nonphysi cal harm such as
mental distress or enbarrassnent.

(c) In order to actually recover damages, however, the Act requires a
showi ng that the Agency's action was intentional or willful. |If such a
showi ng is made, the court nust award both (1) actual damages or $1, 000,
whi chever is higher, and (2) the conplainant's cost of bringing the
action and reasonable attorney fees. Punitive danmages nay not be

i mposed.

§ 2015.208 Criminal penalties.

In addition to civil remedies, the Act creates three crimnal offenses
and classifies each of them as a m sdeneanor subject to a maxi mum fine of
$5,000. Specifically, the Act makes it unl awful:
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§ 2015.208 (Con.)

(a) for any Agency officer or enployee to knowingly and willfully

di sclose individually identifiable information, the disclosure of which
is prohibited by the Act or rules or regulations pronul gated under the
Act, to any person or Agency not entitled to receive it;

(b) for any Agency officer or enployee to willfully naintain a system of
records without neeting the notice requirenments of the Act; or

(c) for any person to knowingly and willfully request or obtain any
record concerning an individual fromthe Agency under fal se pretenses.

§ 2015.209 Fees.

Fees can only be charged for the duplication of the records at $.20 per
page, mnus the charge for the first 100 reproduced pages. No fees will be
charged for the tine it takes to search for records, or for the tine it takes
to review the records to determine if any exenptions apply, or to a requester
who sought to make a physical inspection but is instead provided copies at the
di scretion of the Agency. W will waive all fees in all circunstances where
the amount of the fee is $25.00 or less. (Revised 10-09-02, PN 351.)

§ 2015.210 Exhibits.

Exhibits A an B are Departnental Regul ations published in the Federa
Regi ster as part of Title 7 of the Code of Federal Regulations. Exhibit C
consists of a summary of Rural Devel opment Systens of Records published in the
Federal Register as Privacy Act |Issuances. Exhibit D may be used to secure
perm ssion to release Privacy Act records. Exhibit Eis the Privacy Act of
1974. The Exhibits provide material necessary for proper admnistration of
t he Act.

§ 2015.211 - 2015. 250 [ Reserved]

ATTACHVENTS: Exhibits A B, C, D, and E
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Privacy Act Regul ations

Sec.

1.110 Purpose and scope.

1.111 Definitions.

1.112 Procedures for requests pertaining to individual records in a
record system

1.113 Tines, places, and requirenents for identification of individuals
maki ng requests.

1.114 Disclosure of requested information to individuals.

1.115 Special procedures: Medical records.

1.116 Request for correction or anendnent to record.

1.117 Agency review of request for correction or amendnent of record.

1.118 Appeal of initial adverse agency determ nation on correction or

amendment .

1.119 Disclosure of record to person other than the individual to whomit
pertains.

1.120 Fees.

1.121 Penalties.
AUTHORI TY: 5 U.S.C. 552a
Privacy Act Regul ations

81.110 Purpose and scope.

Thi s subpart contains the regulations of the U S. Departnent of
Agriculture (USDA) inplenmenting the Privacy Act of 1974 (5 U. S.C. 552a). It
sets forth the basic responsibilities of each agency of USDA with regard to
USDA' s conpliance with the requirenents of the Act, and offers gui dance to
menbers of the public who wish to exercise any of the rights established by
the Act with regard to records nmintained by an agency of USDA.

81.111 Definitions.

For the purpose of this subpart the terns "individual," "maintain," "record,"
"system of records," "statistical record,” and "routine use" shall have the
nmeani ngs set forth in 5 U S.C. 552a(a). The term "agency" shall nean an
agency of USDA, unl ess otherw se indicated.

(3-3-76) PN 507
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81.112 Procedures for requests pertaining to individual records in a record
system

a) Any individual who wishes to be notified if a system of records

mai nt ai ned by an agency contains any record pertaining to him or to
request access to such records, shall submit a witten request in
accordance with the instructions set forth in the systemnotice for that
system of records. This request shall include:

(1) The nane of the individual naking the request;

(2) The nanme of the system of records (as set forth in the system
notice to which the request rel ates);

(3) Any other information specified in the systemnotice; and

(4) When the request is one for access, a statenment as to whether
the requester desires to make a personal inspection of the records,
or be supplied with copies by mail.

(b) Any individual whose request under paragraph (a) of this section is
deni ed nay appeal that denial to the head of the agency which maintains
the system of records to which the request rel ates.

(c) In the event that an appeal under paragraph (b) of this section is
deni ed, the requester may bring a civil action in federal district court
to seek review of the denial

81.113 Tines, places, and requirenents for identification of individuals
maki ng requests.

(a) If an individual submitting a request for access under 81.112 has
asked that an agency authorize a personal inspection of records
pertaining to him and the agency has granted that request, the requester
shall present hinself at the tine and place specified in the agency's
response or arrange another nutually convenient time with the appropriate
agency official

(b) Prior to inspection of the records, the requester shall present
sufficient identification (e.g., driver's license, enployee
identification card, social security card, credit cards) to establish
that he is the individual to whomthe records pertain. |If the requester
is unable to provide such identification, he shall conplete and sign in
the presence of an agency official a signed statement asserting his
identity and stipulating that he understands that know ngly or
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willfully seeking or obtaining access to records about another individua
under fal se pretenses is a m sdeneanor punishable by fine up to $5, 000.
No identification shall be required, however, when the records are ones
whose disclosure is required by 5 U S.C. 552.

(c) Any individual who has requested access to records about himyvia
personal inspection, and who wi shes to have another person or persons
acconpany himduring this inspection, shall submt a witten statenent
aut horizing disclosure of the record in their presence.

(d) Any individual having nade a personal inspection of records
pertaining to himmay request the agency to provide himcopies of those
records of any portion thereof. Each agency shall grant such requests
but may charge fees in accordance with §1.120.

(e) If an individual submitting a request for access under 81.112 wi shes
to be supplied with copies of the records by mail, he shall include with
his request sufficient data for the agency to verify his identity. |If
the sensitivity of the records warrant it, however, the agency to which
the request is directed may require the requester to submt a signed,
notari zed statenent indicating that he is the individual to whomthe
records pertain and stipulating he understands that know ngly or
willfully seeking or obtaining access to records about another individua
under false pretenses is a m sdemeanor punishable by fine up to $5, 000.
No identification shall be required, however, when the records are ones
whose disclosure is required by 5 U . S.C. 552. |f the agency to which
this request is directed determines to grant the requested access, it may
charge fees in accordance with 8§1.120 before nmaki ng the necessary copies.

8§1.114 Disclosure of requested information to individuals.

(a) Any agency which receives a request or appeal under 81.112 should
acknowl edge the request or appeal within 10 days of its receipt

(excl udi ng Saturdays, Sundays, and |egal public holidays). Werever
practicabl e, the acknow edgenent shoul d indi cate whether or not access
will be granted and, if so, when and where. Wen access is to be
granted, the agency should provide the access within 30 days of receipt
of the request or appeal (excluding Saturdays, Sundays and | egal public

hol i days) unless, for good cause shown, it Is unable to do so. |If the
agency is unable to neet this deadline, it shall informthe requester of
this fact, the reasons for its inability to do so, and an estimate of the
date on which access will be granted.

(3-3-76) PN 507
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(b) Nothing in 5 U S.C. 552a or this subpart shall be interpreted to
requi re that an individual meking a request under 81.112 be granted
access to the physical record itself. The formin which a record is kept
(e.g., on magnetic tape), or the content of the record (e.g., a record

i ndexed under the nane of the requester may contain records which are not
about the requester) may require that the record be edited or transl ated
in some manner. Neither of these procedures may be utilized, however, to
wi thhold information in a record about the requester

(c) No agency shall deny any request under 81.112 for information
concerni ng the existence of records about the requester in any system of
records it maintains, or deny any request for access to records about the
requester in any system of records it mmintains, unless that systemis
exenpt fromthe requirenents of 5 U.S. C. 552a(d).

(d) If an agency receives a request pursuant to 81.112(a) for access to
records in a systemof records it maintains which is so exenpted, the
system manager shall determine if the exenption is to be asserted. |If he
deternmines to deny the request, he shall informthe requester of that
determ nation, the reason for the determ nation, and the title and
address of the agency head to whom the denial can be appeal ed.

(e) If the head of an agency determ nes that an appeal pursuant to
81.112(b) is to be denied, he shall informthe requester of that
determination, the reason therefore, and his right under 5 U.S.C. 552a(g)
to seek judicial review of the denial in federal district court.

(f) Nothing in 5 U S.C. 552a or this subpart shall allow an individua
access to any information conpiled in reasonable anticipation of a civi
action or proceeding.

§1.115 Special procedures: Medical records.

In the event an agency receives a request pursuant to 81.112 for access
to medi cal records (including psychol ogical records) whose disclosure it
determ nes would be harnful to the individual to whomthey relate, it may
refuse to disclose the records directly to the requester but shall transmt
themto a doctor designated by that individual

8§1.116 Request for correction or anendnment to record.

(a) Any individual who wi shes to request correction or anendnent of any
record pertaining to himcontained in a system of records mai ntai ned by
an agency shall submit that request in witing in accordance with the
instructions set forth in the systemnotice for that system of records.
Thi s request shall include:
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(1) The nane of the individual meking the request;

(2) The nanme of the systemof records (as set forth in the system
notice to which the request rel ates);

(3) A description of the nature (e.g., nodification, addition, or
del etion) and substance of the correction or anmendnent requested;
and

(4) Any other information specified in the system notice.

(b) Any individual submitting a request pursuant to paragraph (a) of
this section shall include sufficient information in support of that
request to allow the agency to which it is addressed to apply the
standards set forth in 5 U S.C. 552a(e)(l) and (5).

(c) Any individual whose request under paragraph (a) of this section is
deni ed nay appeal that denial to the head of the agency which maintains
the system of records to which the request rel ates.

(d) In the event that an appeal under paragraph (c) of this section is
deni ed, the requester may bring a civil action in federal district court
to seek review of the deni al

§1.117 Agency review of request for correction or amendnment of record.

(a) Any agency which receives a request for amendment or correction
under 81.116 shall acknow edge that request within 10 days of its receipt
(excl udi ng Saturdays, Sundays and | egal public holidays). It shall also
promptly, either:

(1) Mke any correction, deletion or addition with regard to any
portion of a record which the requester believes is not accurate,
rel evant, tinmely or conplete; or

(2) Informthe requester of its refusal to anend the record in
accordance with his request; the reason for the refusal; the
procedures whereby he can appeal the refusal to the head of the
agency; and the title and business address of that official. |If the
agency informs the requester of its determ nation within the 10-day
deadl i ne, a separate acknow edgenent is not required,

(b) If an agency is unable to conply with either paragraphs (a) (1) or
(2) of this section within 30 days of its receipt of a request for
correction or amendment, (excluding Saturdays, Sundays and | egal public
hol i days), it should informthe requester of that fact, the reasons
therefore, and the approxi mate date on which a determ nation will be
reached.

(3-3-76) PN 507
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(c) In conducting its review of a request for correction or anendnent,
each agency shall be guided by the requirenents of 5 U S. C. 552a(e)(l)
and (5).

(d) If an agency determines to grant all or any portion of a request for
correction or anmendnment, it shall

(1) Advise the individual of that determ nation;
(2) Make the requested correction or amendnent; and

(3) Informany person or agency outside USDA to whomthe record has
been di scl osed, and where an accounting of that disclosure is

mai ntai ned in accordance with 5 U. S.C. 552a(c), of the occurrence
and substance of the correction or anendnents.

(e) If an agency determines not to grant all or any portion of a request
for correction or amendnent, it shall

(1) Conply with paragraph (d) of this section with regard to any
correction or amendment which is made;

(2) Advise the requester of its determ nation and the reasons
t her ef ore;

(3) Informthe requester that he may appeal this determnation to
the head of the agency which maintains the system of records; and

(4) Describe the procedures for making such an appeal, including
the title and business address of the official to whomthe appeal is
to be addressed.

(f) 1In the event that an agency receives a notice of correction or
anmendnent to information in a record contained in a system of records
which it maintains, it shall conply with paragraphs (d)(2) and (3) of
this section in the same manner as if it had nmade the correction or
amendnment itself.

81.118 Appeal of initial adverse agency determ nation on correction or
amendnent .

(a) Any individual whose request for correction or anendnent under
81.116 is denied, and who wi shes to appeal that denial, shall address
such appeal to the head of the agency which maintains the system of
records to which the request relates, in accordance with the procedures
set forth in the agency's initial denial of the request.
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(b) The head of each agency shall make a final determi nation with regard
to an appeal submitted under paragraph (a) of this section not |ater than
30 days (excluding Saturdays, Sundays and |egal public holidays) fromthe
date on which the individual requests a review, unless, for good cause
shown, the head of the agency extends this 30-day period and so notifies
the requester, together with an estinmate of the date on which a fina
determ nation will be made. Such extension should be utilized only in
exceptional circunstances and should not normally exceed 30 days. The
del egation of authority set forth in this paragraph may not be

redel egat ed.

(c) In conducting his review of an appeal subnitted under paragraph (a)
of this section, the head of an agency shall be guided by the
requirenents of 5 U.S.C. 552a(e)(l) and (5).

(d) If the head of an agency determnes to grant all or any portion of
an appeal submtted under paragraph (a) of this section, he shall inform
the requester and the agency shall conply with the procedures set forth
in 81.117(d)(2) and (d)(3).

(e) |If the head of an agency determ nes in accordance with paragraph (c)
of this section not to grant all or any portion of an appeal submtted
under paragraph (a) of this section, he shall informthe requester

(1) O this determination and the reasons therefore;

(2) O the requester's right to file a concise statenent of his
reasons for disagreeing with the agency's decision

(3) O the procedures for filing such a statenment of disagreenent;

(4) That such statenents of disagreenent will be nmade available to
anyone to whomthe record is subsequently disclosed, together with
(if the agency deens it appropriate) a brief statement by the agency
summari zing its reasons for refusing to anend the record;

(5) That prior recipients of the disputed record will be provided
with a copy of the statenment of disagreenent, together with (if the
agency deens it appropriate) a brief statement of the agency's
reasons for refusing to amend the record, to the extent that an
accounting of disclosures is maintained under 5 U S.C. 552a(c); and

(6) O the requester's right to seek judicial review of the
agency's determ nation in accordance with 5 U. S.C. 552a(g). The
agency shall insure that any statenents of disagreenent subnitted by
the requester are handled in accordance with paragraphs (e)(4) and
(5) of this section.

(3-3-76) PN 507
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81.119 Disclosure of record to person other than the individual to whomii
pertains.

No agency shall disclose any record which is contained in a system of
records it maintains, by any nmeans of conmunication to any person, or to
anot her agency outsi de USDA, except pursuant to a witten request by, or with
the prior witten consent of, the individual to whomthe record pertains,
unl ess the disclosure is authorized by one or nore provisions of 5 U.S.C.
552a(b).

§1.120 Fees.

Any agency whi ch provides copies of records pursuant to a request under
this subpart may charge fees for the direct costs of producing such copies in
accordance with Appendix A to Subpart A of this Part. No agency, however,
shall charge any fee for searches necessary to | ocate records. Nor shall an
agency charge any fees for copies or searches, when the requester sought to
make a personal inspection but was provided copies instead at the discretion
of the agency.

§1.121 Penalties.

The criminal penalties which have been established for violations of the
Privacy Act of 1974 are set forth in 5 U S.C. 552a(i). These penalties are
applicable to any officer or enployee of an agency who conmmts any of the
enunerated acts. These penalties also apply to contractors and enpl oyees of
such contractors who enter into contracts with an agency of USDA on or after
Sept enber 27, 1975, and who are considered to be enpl oyees of the agency
within the meaning of 5 U . S.C. 552a(m.

0Qo
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Sec. 1 General Requirenents. Each agency that nmintains a system of records
subject to 5 U.S.C. 552a and the regulations of this subpart shall

(a) Miintain in its records only such information about an individual as
is relevant and necessary to acconplish a purpose of the agency required
to be acconplished by statute or by executive order of the President;

(b) Collect information to the greatest extent practicable directly from
the subject individual when the information may result in adverse

determi nations about an individual's rights, benefits, and privil eges
under Federal prograns;

(c) Informeach individual whomit asks to supply information, on the
formwhich it uses to collect the information, or on a separate formthat
can be retai ned by the individual

(1) The authority (whether granted by statute, or by executive
order of the President) which authorizes the solicitation of the

i nformati on and whet her disclosure of such information is nmandatory
or voluntary;

(2) The principal purpose or purposes for which the information is
i ntended to be used;

(3) The routine uses which nay be made of the information, as
publ i shed pursuant to paragraph (d)(4) of this section; and

(4) The effects on him if any, of not providing all or part of the
requested i nformation.

(d) Subject to the provisions of section 2 of this appendi x, prepare for
publication in the Federal Register at |least annually a notice of the

exi stence and character of each systemit maintains, which notice shal

i ncl ude:

(1) The nanme and | ocation(s) of the system

(2) The categories of individuals on whomrecords are nmaintained in
the system
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(3) The categories of records maintained in the system

(4) Each routine use of the records contained in the system
i ncludi ng the categories of uses and the purpose of such use;

(5) The policies and practices of the agency regardi ng storage,
retrievability, access controls, retention, and disposal of the
records;

(6) The title and busi ness address of the agency official who is
responsi bl e for the system of records;

(7) The agency procedures whereby an individual can be notified at
his request if the system of records contains a record pertaining to
hi m

(8) The agency procedures whereby an individual can be notified at
his request how he can gain access to any record pertaining to him
contained in the system of records, and how he can contest its
content; and

(9) The categories of sources of records in the system

(e) Miintain all records which are used by the agency in meking any
determ nati on about any individual with such accuracy, relevance,
timeliness and conpl eteness as is reasonably necessary to assure fairness
to the individual in the determ nation

(f) Prior to dissenmnating any record about an individual to any person
ot her than an agency, unless the dissenmination is nmade pursuant to 5

U S.C. 552a(b)(2), make reasonable efforts to assure that such records
are accurate, conplete, tinely and rel evant for agency purposes;

(g) Miintain no record describing how any individual exercises rights
guaranteed by the first Amendnent unl ess expressly authorized by statute
or by the individual about whomthe record is nmintained, or unless
pertinent to and within the scope of an authorized |aw enforcenent
activity;

(h) Make reasonable efforts to serve notice on an individual when any
record on such an individual is made available to any person under
conmpul sory | egal process when such process becones a natter of public
record;
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(i) Establish rules of conduct for persons involved in the design

devel opnent, operation or maintenance of any system of records, or in

mai ntai ni ng any record and instruct each such person with respect to such
rules and the requirenents of this section, including any other rules and
procedures adopted pursuant to this section and the penalties for
nonconpl i ance;

(j) Establish appropriate adm nistrative, technical and physica
safeguards to insure the security and confidentiality of records and to
protect against any anticipated threats or hazards to their security or
integrity which could result in substantial harm enbarrassnent,

i nconveni ence or unfairness to any individual on whominformation is
mai nt ai ned.

Sec. 2 Amendnent of routine use for an existing systemof records, or
establi shnent of a new system of records.

(a) Any agency which intends to add a routine use, or anend an existing
one, in a systemof records it maintains, shall, in accordance with 5
U.S.C. 552a(e)(ll), insure that 30 days advance notice of such action is
given by publication in the Federal Register and an opportunity provided
for interested persons to submt witten data, views or argunents to the
agency.

(b) Any agency which intends to establish a new system of records, or to
alter any existing systemof records, shall insure that adequate advance
notice is provided to Congress and the Ofice of Managenent and Budget to
permt an evaluation of the probable or potential effect of such action
on the privacy and other personal or property rights of individuals or
the disclosure of information relating to such individuals, and its
effect on the preservation of the constitutional principles of federalism
and separation of powers. Such notice is required for any new system of
records and for any alteration in an existing one which wll:

(1) Increase the nunber or types of individuals on whomrecords are
mai nt ai ned;

(2) Expand the type or amount of information naintained;

(3) Increase the nunber or categories of agencies or other persons
who nay have access to those records;
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(4) Alter the manner in which the records are organized so as to
change the nature or scope of those records (e.g., the conbining of
two or nmore existing systens);

(5) Mddify the way the system operates at its location(s) in such a
manner as to alter the procedures under which individuals can
exercise their rights under this subpart; or

(6) Change the equi pment configuration on which the systemis
operated so as to create the potential for greater access (e.g.
addi ng a tel econmuni cati ons capability).

Sec. 3 Accounting of Certain Disclosures. Each agency, with respect to each
system of records under its control, shall

(a) Except for disclosures made under 5 U. S.C. 552a(b)(l) and (2), keep
an accurate account of:

(1) The date, nature, and purpose of each disclosure of a record to
any person or agency outside the Departnent; and

(2) The nane and address of the person or agency to whomthe
di scl osure is nade.

(b) Retain the accounting nmade under paragraph (a) of this section for
the I onger of a period of five years after the date of the disclosure for
whi ch the accounting is nade or the |life of the record disclosed;

(c) Except for disclosures nade under 5 U.S.C. 552a(b)(7), make the
accounting above available to the individual naned in the record at his
request.

Sec. 4 Governnment Contractors. Wen an agency within the Departnent provides
by a contract for the operation by or on behal f of the agency of a system of
records to acconplish an agency function, the agency shall, consistent with
its authority, cause the requirenents of this subpart to be applied to such
system For purposes of 5 U S.C 552a(i) any such contractor or any enpl oyee
of such contractor, if such contract is agreed to on or after Septenber 27,
1975, shall be considered to be an enpl oyee of an agency and therefore subject
to the crimnal penalties set forth in that section.
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Sec. 5 Mailing Lists. No agency within the Departnent shall sell or rent any
i ndi vidual's nane and address unl ess such action is specifically authorized by
law. This section shall not be construed to require, or to authorize, the

wi t hhol di ng of nanes and addresses whose disclosure is required by 5 U S.C
552.

Sec. 6 Social Security Account Nunbers.

(a) No agency shall deny, or permt any State or |ocal governnent with
whomit is involved in a cooperative venture to deny, to any individua
any right, benefit or privilege provided by | aw because of such

i ndividual's refusal to disclose his social security account nunber.

(b) The provisions of paragraph (a) of this section shall not apply with
respect to:

(1) Any disclosure required by Federal statute; or

(2) Any disclosure to any agency relating to a systemof records it
mai ntai ned prior to January 1, 1975, if such disclosure was required
under statute or regulation adopted prior to that date, to verify
the identity of an individual

(c) Any agency in the Departnment which requests an individual to

di scl ose his social security account nunber shall informthat individua
whet her the disclosure is mandatory or voluntary, by what statutory or
ot her authority the nunber is solicited and what uses will be made of it.

The agency also insure that this information is provided by a State or
| ocal government with whomit is involved in a cooperative agreenent.

Sec. 7 Annual Report. Each agency in the Departnent shall submit to the Ofice
of the General Counsel prior to March 30 of each year (beginning March 30,
1976) a report containing the following information related to inplenentation
of 5 U S.C. 552a:

(a) A summary of mmjor acconplishnents;
(b) A sunmary of major plans for activities in the upcom ng year

(c) A list of the systens which were exenpted during the year from any
of the operative provisions of this subpart pursuant to 5 U S.C 552a(])
and (k), whether or not the exenption was effected during that year, the
nunber of instances with respect to each system exenpted in which the
exenption was invoked to deny access, and the reasons for invoking the
exenption;
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(d) A brief summary of changes to the total inventory of personal data
systens subject to this subpart including reasons for major changes; and

(e) A general description of operational experiences including estinmtes
of the nunmber of individuals (in relation to the total number of records
in the system:

(1) Requesting information on the exi stence of records pertaining
to them

(2) Refusing to provide information;

(3) Requesting access to their records;

(4) Appealing initial refusals to anend records; and

(5) Seeking redress through the courts.

Sec. 8 Effect of 5 U S.C. 552. No agency in the Departnent shall rely on any

exenption in 5 U.S.C. 552 to withhold from an individual any records which is
ot herwi se accessible to such individual under the provisions of 5 U S.C. 552a
and this subpart.

00o
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USDA/ Rur al Devel opnent - 1
System nane: Applicant, Borrower, Grantee, or Tenant File

System | ocation: Each Rural Devel opnent applicant's, borrower's, grantee's,

or tenant's file is located in the Local, Area, or State Ofice through which
the financial assistance is sought or was obtained; in the Centralized Service
Center, St. Louis, Mssouri; and in the Finance Office in St. Louis, Mssouri.
A State Ofice version of the Local or Area Ofice file may be located in or
accessible by the State O fice which is responsible for that Local or Area

O fice. Correspondence regarding borrowers is |located in the State and

Nati onal Office files.

Alist of all State Ofices and any additional States for which an office is
responsible is as foll ows:

Mont gonmery, AL

Pal mer, AK

Phoeni x, AZ

Littl e Rock, AR
Woodl and, CA
Lakewood, CO
Canden, DE - DC, M
Gai nesville, FL

At hens, GA
Hlo, H - Western Pacific Terr
Boi se, ID

Chanpaign, IL

I ndi anapolis, IN
Des Moines, |A
Topeka, KS

Lexi ngton, KY

Al exandria, LA
Bangor, ME
Amherst, MA - CT, R
East Lansing, M
St. Paul, MN
Jackson, Ms

Col unbi a, MO
Bozeman, MT

Li ncol n, NE
Carson City, NV
M. Holly, NJ

Al buquer que, NM
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Syracuse, NY

Ral ei gh, NC
Bi smarck, ND
Col umbus, OH

Stillwater, OK
Portland, OR
Harri sburg, PA
Hat o Rey, PR
Col unmbi a, SC

Huron, SD
Nashville, TN
Tenmpl e, TX

Salt Lake City, UT
Mont pelier, VT - NH, VI
Ri chnond, VA

Wenat chee, WA

Mor gant own, W/

Stevens Point, W
Casper, W

The addresses of Local, Area, and State Ofices are listed in the tel ephone
directory of the appropriate city or town under the heading "United States
Governnment, Departnent of Agriculture, Rural Devel oprnent.” The Finance O fice
is |located at 1520 Market Street, St. Louis, Mssouri 63103.

Categories of individuals covered by the system Present and former Rura
Devel opnent applicants, borrowers, grantees, tenants, and their respective
househol d nmenbers, including nmenbers of associations.

Categories of records in the system The systemincludes files containing the
nanmes of applicants, borrowers, grantees, tenants, their social security or
enpl oyer identification nunber, bank routing and account numnbers; and their
respecti ve househol d nenbers' characteristics, such as gross and net incone,
sources of inconme, capital, assets and liabilities, net worth, age, race,
nunber of dependents, marital status, reference material, farmor ranch
operating plans, and property appraisals. The system also includes credit
reports and personal references fromcredit agencies, |enders, businesses, and
i ndividuals. |In addition, a running record of observation concerning the
operations of the person being financed is included. A record of deposits to
and withdrawal s from an individual's supervised bank account is al so contained
in those files where appropriate. |In sone Local Ofices, this record is

mai ntai ned in a separate folder containing only information relating to
activity within supervised bank accounts. Sone itens of information are
extracted fromthe individual's file and placed in a card file for quick

ref erence.
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Aut hority for maintenance of the system 7 U S.C. 1921 et. seq., 42 U S.C
1471 et seq., and 42 U.S.C. 2706.

Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses:

1. When a record on its face, or in conjunction with other records,
indicates a violation or potential violation of |aw, whether civil, crimnal
or regulatory in nature, and whether arising by general statute or particular
program statute, or by regulation, rule, or order issued pursuant thereto,

di scl osure may be made to the appropriate agency, whether Federal, foreign
State, local, or tribal, or other public authority responsible for enforcing,
i nvestigating, or prosecuting such violation or charged with enforcing or

i mpl enenting the statute, or rule, regulation, or order issued pursuant
thereto, if the information disclosed is relevant to any enforcenent,

regul atory, investigative, or prosecutive responsibility of the receiving
entity.

2. Arecord fromthis systemof records may be disclosed to a Menber of
Congress or to a congressional staff nenber in response to an inquiry of the
congressional office made at the witten request of the constituent about whom
the record is maintained.

3. Rural Development will provide information fromthis systemto the U S
Department of the Treasury and to other Federal agencies naintaining debt
servicing centers, in connection with overdue debts, in order to participate
in the Treasury Offset Program as required by the Debt Collection |nprovenents
Act, Pub. L. No. 104-134, Section 31001

4. Disclosure of the nanme, honme address, and information concerning default
on | oan repaynent when the default involves a security interest in triba
allotted or trust land. Pursuant to the Cranston-Gonzal es National Affordable
Housi ng Act of 1990 (42 U.S.C. 12701 et seq.), liquidation may be pursued only
after offering to transfer the account to an eligible tribal nenber, the
tribe, or the Indian housing authority serving the tribe(s).

5. Referral of nanes, hone addresses, social security nunbers, and financia
information to a collection or servicing contractor, financial institution, or
a local, State, or Federal agency, when Rural Devel opnent determn nes such
referral is appropriate for servicing or collecting the borrower's account or
as provided for in contracts with servicing or collection agenci es.
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6. It shall be a routine use of the records in this system of records to

di sclose themin a proceeding before a court or adjudicative body, when: (a)
the agency or any conponent thereof; or (b) any enpl oyee of the agency in his
or her official capacity; or (c) any enpl oyee of the agency in his or her

i ndi vi dual capacity where the agency has agreed to represent the enployee; or
(d) the United States is a party to litigation or has an interest in such
litigation, and by careful review the agency determ nes that the records are
both rel evant and necessary to the litigation, provided, however, that in each
case, the agency determ nes that disclosure of the records is a use of the

i nformati on contained in the records that is conpatible with the purpose for
whi ch the agency col |l ected the records.

7. Referral of names, hone addresses, and financial information for selected
borrowers to financial consultants, advisors, lending institutions, packagers,
agents, and private or commercial credit sources, when Rural Devel opnent
deternmines such referral is appropriate to encourage the borrower to refinance
his Rural Devel opnent indebtedness as required by Title V of the Housing Act
of 1949, as anmended [42 U.S.C. 1471], or to assist the borrower in the sale
of the property.

8. Referral of legally enforceable debts to the Departnent of the Treasury,

I nternal Revenue Service (IRS), to be offset against any tax refund that may
become due the debtor for the tax year in which the referral is made, in
accordance with the IRS regul ations at 26 CFR 301.6402-6T, O fset of Past Due
Legal | y Enforceabl e Debt Agai nst Overpaynent, and under the authority
contained in 31 U. S.C. 3720A

9. Referral of information regarding indebtedness to the Defense Manpower
Data Center, Departnent of Defense, and the United States Postal Service for
t he purpose of conducting conmputer nmatching prograns to identify and | ocate
i ndi vidual s receiving Federal salary or benefit paynments and who are

deli nquent in their repaynent of debts owed to the U S. Governnent under
certain progranms administered by Rural Devel opnent in order to collect debts
under the provisions of the Debt Collection Act of 1982 [5 U. S.C. 5514] by
vol untary repaynent, adm nistrative or salary offset procedures, or hy

col | ecti on agenci es.

10. Referral of nanes, honme addresses, and financial information to |ending
i nstitutions when Rural Devel opment determ nes the individual nmay be
financially capable of qualifying for credit with or without a guarantee.

11. Disclosure of nanes, hone addresses, social security nunbers, and
financial information to lending institutions that have a |ien against the
same property as Rural Devel opnent for the purpose of the collection of the
debt. These | oans can be under the direct and guaranteed | oan prograns.
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12. Referral to private attorneys under contract with either Rura

Devel opnent or with the Departnent of Justice for the purpose of foreclosure
and possession actions and coll ection of past due accounts in connection with
Rural Devel opnent.

13. It shall be a routine use of the records in this systemof records to

di sclose themto the Departnent of Justice when: (a) the agency or any
conponent thereof; or (b) any enployee of the agency in his or her officia
capacity where the Departnent of Justice has agreed to represent the enpl oyee;
or (c) the United States Governnment, is a party to litigation or has an
interest in such litigation, and by careful review, the agency determ nes that
the records are both relevant and necessary to the litigation and the use of
such records by the Departnment of Justice is therefore deened by the agency to
be for a purpose that is conpatible with the purpose for which the agency
col l ected the records.

14. Referral of nanes, hone addresses, social security nunmbers, and financia
information to the Departnment of Housing and Urban Devel opnent (HUD) as a
record of location utilized by Federal agencies for an automatic credit
prescreeni ng system

15. Referral of nanes, hone addresses, social security nunbers, and financia
information to the Departnent of Labor, State Wage Information Collection
Agenci es, and other Federal, State, and |ocal agencies, as well as those
responsi ble for verifying information furnished to qualify for Federa
benefits, to conduct wage and benefit matching through manual and/or automated
means, for the purpose of determining conpliance with Federal regulations and
appropriate servicing actions against those not entitled to program benefits,

i ncl udi ng possi ble recovery of inproper benefits.

16. Referral of names, hone addresses, and financial information to financia
consul tants, advisors, or underwiters, when Rural Devel opment determ nes such
referral is appropriate for devel opi ng packagi ng and marketing strategies

i nvolving the sale of Rural Devel opnent | oan assets.

17. Rural Devel opnent, in accordance with 31 U.S.C. 3711(e)(5), will provide
to consuner reporting agencies or commercial reporting agencies informtion
fromthis systemindicating that an individual is responsible for a claimthat
is current.

18. Referral of nanes, home and work addresses, home tel ephone nunbers,
soci al security nunbers, and financial information to escrow agents (which

al so could include attorneys and title conpani es) selected by the applicant or
borrower for the purpose of closing the |oan.
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Di scl osures pursuant to 5 U S.C. 552a(b)(12): Disclosures nay be made from
this systemto consuner reporting agencies as defined in the Fair Credit
Reporting Act (15 U.S.C. 168la(f)) or the Federal Clainms Collection Act (31
U S.C. 3701(a)(3)).

Policies and practices for storing, retrieving, accessing, retaining, and
di sposing of records in the system

Storage: Records are nmaintained in file folders at the Local, Area, State,
and National O fices. A limted subset of personal, financial, and
characteristics data required for effective managenent of the prograns and
borrower repaynent status is mmintained on disc or magnetic tape at the
Finance Office. This subset of data may be accessed by the authorized
personnel from each office.

Retrievability: Records are indexed by nane, identification nunber and type
of loan or grant. Data may be retrieved fromthe paper records or the
magnetic tapes. A linmted subset of data is avail abl e through

t el ecomruni cati ons capability, ranging fromtel ephones to intelligent
termnals. All Rural Devel opnent offices have the tel ecommunications
capability available to access this subset of data.

Saf eguards: Records are kept in |locked offices at the Local, Area, State, and
National O fices. A linmted subset of data is also maintained in a tape and
disc library and an on-line retrieval systemat the Finance Ofice. Access is
restricted to authorized Rural Devel opnent personnel. A system of operator
and terni nal passwords and code nunbers is used to restrict access to the on-
line system Passwords and code nunmbers are changed as necessary.

Ret enti on and di sposal: Records are nmintained subject to the Federal Records
Di sposal Act of 1943 (44 U.S.C. 33) , and in accordance with Rura

Devel opnent’ s di sposal schedul es. The Local, Area, State, and Nationa

O fices dispose of records by shreddi ng, burning, or other suitable disposa
nmet hods after established retention periods have been fulfilled. Finance

O fice records are di sposed of by overprinting. (Destruction

met hods may never conprom se the confidentiality of information contained in
the records.)

Applications, including credit reports and personal references, which are
rejected, withdrawn, or otherw se ternminated are kept in the Local, Area, or
State Office for 2 full fiscal years and 1 nonth after the end of the fisca
year in which the application was rejected, w thdrawn, cancel ed, or expired.
If final action was taken on the application, including an appeal

i nvestigation, or litigation, the application is kept for 1 full fiscal year
after the end of the fiscal year in which final action was taken
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The records, including credit reports, of borrowers who have paid or otherw se
satisfied their obligation are retained in the Local, Area, or State Ofice
for 1 full fiscal year after the fiscal year in which the loan was paid in
full. Correspondence records at the National O fice which concern borrowers
and applicants are retained for 3 full fiscal years after the |last year in

whi ch there was correspondence.

Syst em Manager (s) and address: The Community Devel opnent Manager at the Loca
O fice, the Rural Devel opnent Manager at the Area Office, and the State
Director at the State Ofice, the Deputy Chief Financial Oficer in St. Louis,
MO, and the respective Admnistrators in the National Ofice at the foll ow ng
addresses: Adm nistrator, Rural Housing Service, USDA, 1400 | ndependence
Avenue, SW Room 5014, South Building, Stop 0701, Washi ngton, DC 20250-0701;
Admi nistrator, Rural Business-Cooperative Service, USDA, 1400 |ndependence
Avenue, SW Room 5045, South Building, Stop 3201, Washi ngton, DC 20250-3201;
Administrator, Rural Utilities Service, USDA, 1400 |ndependence Avenue, SW
Room 4501, South Building, Stop 1510, Washi ngton, DC 20250-1510.

Notification procedure: Any individual nmay request information regarding this
system of records, or determ ne whether the system contains records pertaining
to hinmher, fromthe appropriate System Manager. |f the specific |ocation of
the record is not known, the individual should address his or her request to:

Rural Devel opnent

Freedom of Information Officer

United States Departnment of Agriculture
1400 I ndependence Avenue, SW, Stop 0742
Washi ngton, DC 20250-0742

A request for information pertaining to an individual nust include a nane; an
address; the Rural Devel opnent office where the |oan or grant was applied for
approved, and/or denied; the type of Rural Devel opment program and the date
of the request or approval.

Record access procedures: Any individual nay obtain information regarding the
procedures for gaining access to a record in the systemwhich pertains to him
or her by subnmitting a witten request to one of the System Managers.
Contesting record procedures: Sanme as record access procedures.

Record source categories: Information in this systemcones primarily fromthe
applicant, borrower, grantee, or tenant. Credit reports and persona

references cone primarily fromcredit agencies and creditors.

Exenptions clained for the system None.
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USDA/ Rur al Devel opnent - 2
System nane: Biographical Sketch File

System | ocation: USDA/ Rural Devel opnent, 1400 | ndependence Avenue, SW, Stop
0730, Washington, DC 20250-0730.

Categories of individuals covered by the system All enployees and forner
enpl oyees of Rural Devel opnent at or above the Division Director |evel and al
current and former Schedul e C enpl oyees and Seni or Executive Service nenbers.

Categories of records in the system The systemconsists of files containing
i nformati on concerning enpl oyee's educational and enpl oynment history, awards,
marital status, nunber of children, present enploynent, place of birth, and
current residence. The enployee knows the file is nmintained and has approved
t he bi ography.

Aut hority for maintenance of the system 7 U S.C. 1921 et seq.
42 U.S.C. 1471 et seq., and 5 U.S.C. 301

Routi ne uses of records maintained in the system including categories of
users and the purpose of such uses: This information is furnished to the news
medi a, congressional conmmttees, organizations to which the enployee will be
speaki ng, and other interested parties.

Policies and practices for storing, retrieving, accessing, retaining, and
di sposing of records in the system

Storage: Records are maintained in file folders at the National Ofice.
Retrievability: Records are indexed by nane.

Saf eguards: Records are kept in a building with full-time security.
Retenti on and disposal: Indefinite.

Syst em Manager (s) and addresses: Admnistrator, Rural Housing Service, USDA,
1400 I ndependence Avenue, SW Room 5014, South Building, Stop 0701

Washi ngton, DC 20250-0701; Admi nistrator, Rural Busi ness-Cooperative Service,
USDA, 1400 I ndependence Avenue, SW Room 5045, South Buil ding, Stop 3201
Washi ngton, DC 20250-3201; Administrator, Rural Utilities Service, USDA 1400
| ndependence Avenue, SW Room 4501, South Building, Stop 1510, Washington, DC
20250- 1510.
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Notification procedure: Any individual nmay request information concerning
this system of records, or information as to whether the system contains
records pertaining to himher fromthe System Manager. A request for

i nformati on pertaining to an individual should contain: nane, address,
position(s) held in Rural Devel opnment, and dates of enploynent.

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to and contesting a record in the system which
pertains to himher by submitting a witten request to the System Manager

Contesting record procedures: Sanme as record access procedures.
Record source categories: Information in this systemis provided by the
enpl oyee, or is taken from his/her record with his/her concurrence.

USDA/ Rur al Devel opnent - 3
System nane: Graduation File

System | ocation: Each borrower's graduation file is |located in the Local and
Area Offices through which the borrower obtained his |loan, and, in sone cases,
at the State Office responsible for that Local and Area Ofi ces.

Alist of State Ofices and any additional States for which an office is
responsi ble is included under the systemtitled "USDA/ Rural Devel opnent-1
Applicant, Borrower, Grantee, or Tenant File." The addresses of State and
Local Offices are listed in the tel ephone directory of the appropriate city or
town under the heading "United States Governnent, Departnent of Agriculture,
Rural Devel opnent."

Categories of individuals covered by the system Al Rural Devel opnent
borrowers whose |loans are eligible for review to determ ne whether the
borrower should obtain credit fromother sources. All borrowers who have been
in debt for at least five years on a real estate |loan are considered eligible
for review

Categories of records in the system The systemconsists of files containing
nanmes of borrowers eligible for review, type of |oan, whether graduation is
advi sabl e and any comruni cations with the borrower concerning whether the | oan
has been paid off or if the borrower is unable to refinance, as well as
comments of the Community Devel opment Manager

Aut hority for maintenance of the system 7 U S.C. 1921 et seq., 42 U S. C
1471 et seq., and 5 U.S.C. 301
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Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses:

1. Wen a record on its face, or in conjunction with other records, indicates
a violation or potential violation of |aw, whether civil, crimnal, or
regulatory in nature, and whether arising by general statute or particular
program statute, or by regulation, rule, or order issued pursuant thereto,

di scl osure may be made to the appropriate agency, whether Federal, foreign
State, local, or tribal, or other public authority responsible for enforcing,
i nvestigating, or prosecuting such violation or charged with enforcing or

i mpl enenting the statute, or rule, regulation, or order issued pursuant
thereto, if the information disclosed is relevant to any enforcenent,

regul atory, investigative, or prosecutive responsibility of the receiving
entity.

2. Arecord fromthis systemof records may be disclosed to a Menber of
Congress or to a congressional staff nenber in response to an inquiry of the
congressional office made at the witten request of the constituent about whom
the record is maintained.

3. Referral of names, hone addresses, and financial information for selected
borrowers to financial consultants, advisors, lending institutions, packagers,
agents, and private or commercial credit sources, when Rural Devel opnent
deternmines such referral is appropriate to encourage the borrower to refinance
his Rural Devel opnent indebtedness as required by Title V of the Housing Act
of 1949, as anmended [42 U.S.C. 1471], or to assist the borrower in the sale of
the property.

Policies and practices for storing, retrieving, accessing, retaining, and
di sposing of records in the system

Storage: Records are maintained in file fol ders.
Retrievability: Records are indexed by nane.

Saf eguards: Records are kept in locked offices at all levels, and access is
restricted to authorized Rural Devel opnent officials.

Retenti on and disposal: Records are retained for three years after the |ist
of borrowers eligible for review was received by the Conmmunity Devel opnent
Manager .

Syst em nanager (s) and address: The Community Devel opnent Manager and the
State Director at the appropriate |evels.
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Notification procedure: Any individual may request information regarding this
system of records, or information as to whether the system contains records
pertaining to himfromthe appropriate System Manager. |f the specific

| ocation of the record is not known, the individual should address a request
to the Freedom of Information Oficer, Rural Devel opnent, USDA, 1400

| ndependence Avenue, SW, Stop 0742, Washington, D.C. 20250-0742. A request
for information pertaining to an individual should contain: Name, address,
State and county where | oan was applied for or approved, and particulars

i nvolved (i.e. date of request/approval, type of loan, etc.).

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to a record in the systemwhich pertains to
hi m her by submitting a witten request to one of the System Managers referred
to in the precedi ng paragraph.

Contesting record procedures: Same as access.

Record source categories: Information in this systemcones primarily fromthe
borr ower .

USDA/ Rur al Devel opnent - 4
System nane: Housing Contractor Conplaint File

System | ocation: Conplaints concerning housing contractors may be filed in
the Local, Area, and State Ofices in any State, County or District in which
t he contractor has conducted business.

Alist of State Ofices and any additional State for which an office is
responsi ble is included under the systemtitled "USDA/ Rural Devel opnent-1
Applicant, Borrower, Grantee, or Tenant File." The addresses of State and
Local Offices are listed in the tel ephone directory of the appropriate city or
town under the heading "United States Governnent, Departnent of Agriculture,
Rural Devel opnent."

Categories of individuals covered by the system All housing contractors who
have perfornmed work for Rural Devel opnent borrowers and about whomt he
borrower has seen fit to file a conplaint.

Categories of records in the system The systemconsists of files containing
borrowers’ conpl aints concerning contractors.

Aut hority for maintenance of the system 7 U S.C. 1921 et seq., 42 U S. C
1471 et seq., and 5 U.S.C. 301
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Routi ne uses of records maintained in the system including categories of
users and the purpose of such uses:

1. Wen a record on its face, or in conjunction with other records, indicates
a violation or potential violation of |aw, whether civil, crimnal, or
regulatory in nature, and whether arising by general statute or particular
program statute, or by regulation, rule, or order issued pursuant thereto,

di scl osure may be made to the appropriate agency, whether Federal, foreign
State, local, or tribal, or other public authority responsible for enforcing,
i nvestigating, or prosecuting such violation or charged with enforcing or

i mpl enenting the statute, or rule, regulation, or order issued pursuant
thereto, if the information disclosed is relevant to any enforcenent,

regul atory, investigative, or prosecutive responsibility of the receiving
entity.

2. It shall be a routine use of the records in this system of records to

di sclose themin a proceeding before a court or adjudicative body, when: (a)
the agency or any conponent thereof; or (b) any enpl oyee of the agency in his
or her official capacity; or (c) any enployee of the agency in his or her

i ndi vi dual capacity where the agency has agreed to represent the enployee; or
(d) the United States is a party to litigation or has an interest in such
litigation, and by careful review the agency determ nes that the records are
both rel evant and necessary to the litigation, provided, however, that in each
case, the agency determ nes that disclosure of the records is a use of the

i nformati on contained in the records that is conpatible with the purpose for
whi ch the agency col |l ected the records.

Policies and practices for storing, retrieving, accessing, retaining and
di sposing of records in the system

Storage: Records are maintained in file fol ders.

Retrievability: Records are indexed by the contractor or nanme of the
constructi on conpany.

Saf eguards: Records are kept in locked offices at all levels. Access at al
levels is restricted to authorized Rural Devel opnent officials.

Ret enti on and di sposal: Records are nmintained subject to the Federal Records
Di sposal Act of 1943 (44 U.S.C. 33) and in accordance with Rural Devel opnent’s
di sposal schedules. Records are retained for three years after the fisca

year of the conplaint.

Syst em nanager (s) and address: The Community Devel opnent Manager at the Loca
Ofice level and the State Director at the State Ofice |evel.
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Notification procedure: Any individual may request information regarding this
system of records, or information as to whether the system contains records
pertaining to himher fromthe appropriate System Manager. |f the specific

| ocation of the record is not known, the individual should address his/her
request to the Freedom of Information Oficer,

Rural Devel opnent, USDA, 1400 |Independence Avenue, SW, Stop 0742, Washi ngton,
D.C. 20250-0742. A request for information pertaining to an individua
shoul d contain: Nanme, address, and |ocation where work was perforned for
Rural Devel opnent borrowers.

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to a record in the system which pertains to
hi m her by submitting a witten request to one of the System Managers referred
to in the precedi ng paragraph.

Contesting record procedures: Same as access.

Record source categories: Information in this systemcones primarily fromthe
conpl ai nant s.

USDA/ Rur al Devel opnent -5
System nane: Tort Clains File, USDA/ Rural Devel opnent

System |l ocation: Each claimant's file is located in the office of the

enpl oyee agai nst whom the action was filed, the applicable State Ofice, and
the National O fice. A list of State Ofices and any additional States for
which an office is responsible is included under the systemtitled "USDA/ Rura
Devel opnent-1 Applicant, Borrower, Grantee or Tenant File." The addresses of
State and Local Ofices are listed in the tel ephone directory of the
appropriate city or town under the heading "United States CGovernment,
Department of Agriculture, Rural Developnent." The National O fice is | ocated
at the followi ng address: USDA/ Rural Devel opnent, 1400 | ndependence Avenue,
SW, Stop 0742, Washington, D.C. 20250-0742.

Categories of individuals covered by the system All claimnts who have filed
civil suits against enpl oyees of Rural Devel opment, or against the Federa
Governnent, including those filed under the Tort Clains Act, as a result of

ci rcunstances invol ving Rural Devel oprment.
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Categories of records in the system The systemconsists of files containing
information as to the circunmstances of the loss for which the claimnt is
seeking relief, opinions of the Ofice of CGeneral Counsel, USDA, and

di sposition of the case.

Aut hority for maintenance of the system 7 U S.C. 1921 et seq., 42 U S. C
1471 et seq., and 5 U.S.C. 301

Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses: Wen a record on its face, or in
conjunction with other records, indicates a violation or potential violation
of law, whether civil, crimnal, or regulatory in nature, and whether arising
by general statute or particular programstatute, or by regulation, rule, or
order issued pursuant thereto, disclosure may be nade to the appropriate
agency, whether Federal, foreign, State, local, or tribal, or other public
authority responsible for enforcing, investigating, or prosecuting such
violation or charged with enforcing or inplenenting the statute, or rule,
regul ati on, or order issued pursuant thereto, if the information disclosed is
rel evant to any enforcenent, regulatory, investigative, or prosecutive
responsibility of the receiving entity.

Policies and practices for storing, retrieving, accessing, retaining, and
di sposing of records in the system

Storage: Records are maintained in file fol ders.
Retrievability: Records are indexed by clainmant's nane.

Saf eguards: Records are kept in locked offices at all levels. Access at al
levels is restricted to authorized Rural Devel opnent officials.

Ret enti on and di sposal: Records are nmintained subject to the Federal Records
Di sposal Act of 1943 (44 U.S.C. 33) and in accordance with Rural Devel opnent's
di sposal schedules. Records are retained for five years after the |ast
written report or docunent was placed in the file.

Syst em nanager (s) and address: The Community Devel opnent Manager at the Loca
O fice level, the State Director at the State Ofice | evel and the respective
Administrators in the National Ofice at the foll owi ng addresses:

Admi nistrator, Rural Housing Service, USDA, 1400 |Independence Avenue, SW
Room 5014, South Building, Stop 0701, Washi ngton, DC 20250-0701;
Admi ni strator, Rural Business-Cooperative Service

USDA, 1400 I ndependence Avenue, SW Room 5045, South Buil ding, Stop 3201
Washi ngton, DC 20250-3201; Administrator, Rural Utilities Service, USDA 1400
| ndependence Avenue, SW Room 4501, South Building, Stop 1510, Washi ngton, DC
20250- 1510.
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Notification procedure: Any individual may request information regarding this
system of records, or information as to whether the system contains records
pertaining to himher fromthe appropriate System Manager. |f the specific

| ocation of the record is not known, the individual should address his/her
request to the Freedom of Information Oficer, Rural Devel opnent, USDA, 1400
| ndependence Avenue, SW, Stop 0742, Washi ngton, D.C. 20250-0742,. A request
for information pertaining to an individual should contain: Name, address,
defendant in the action and date of the initiation of the action

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to a record in the system which pertains to
hi m her by submitting a witten request to one of the System Managers referred
to in the precedi ng paragraph.

Contesting record procedures: Same as access.

Record source categories: Information in this file conmes primarily fromthe
cl ai mant .

USDA/ Rur al Devel opnent - 6
System nane: Training Files

System |l ocation: Training files may be | ocated at the Rural Devel opnent
National O fice, 501 School Street, SW, Wshington, D.C 20024.

Categories of individuals covered by the system All persons who have
received or applied for training at the Rural Devel opnent Training Center and
other locations if such training was to be at Rural Devel opnent expense.

Categories of records in the system Nanme of individual, date(s) of training
and course(s) taken or applied for are included in this record.

Aut hority for maintenance of the system 7 U S.C. 1921 et seq., 42 U S. C
1471 et seq., and 5 U.S.C. 301

Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses: Wien a record on its face, or in
conjunction with other records, indicates a violation or potential violation
of law, whether civil, crimnal, or regulatory in nature, and whether arising
by general statute or particular programstatute, or by regulation, rule, or
order issued pursuant thereto, disclosure may be nade to the appropriate
agency, whether Federal, foreign, State, local, or tribal, or other public
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authority responsible for enforcing, investigating, or prosecuting such
violation or charged with enforcing or inplenenting the statute, or rule,
regul ati on, or order issued pursuant thereto, if the information disclosed is
rel evant to any enforcenent, regulatory, investigative, or prosecutive
responsibility of the receiving entity.

Policies and practices for storing, retrieving, accessing, retaining and
di sposing of records in the system

Storage: Records are maintained in file folders at the National Ofice.

Retrievability: Records are indexed by the nane of the individua
recei vi ng/ appl ying for training.

Saf eguards: Records are kept in a |ocked office.
Retenti on and disposal: Retention is indefinite.

Syst em nanager (s) and address: Adnministrator, Rural Housing, USDA, 1400

| ndependence Avenue, SW Room 5014, South Building, Stop 0701, Washington, DC
20250-0701; Adm nistrator, Rural Business-Cooperative Service, USDA, 1400

| ndependence Avenue, SW Room 5045, South Buil ding, Stop 3201, Washington, DC
20250-3201; Administrator, Rural Utilities Service, USDA, 1400 |Independence
Avenue, SW Room 4501, South Building, Stop 1510, Washi ngton, DC 20250-1510.

Notification procedure: Any individual nmay request information regarding this
system of records, or information as to whether the system contains records
pertaining to himher fromthe appropriate System Manager. Requests should

i ncl ude nane and address.

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to a record in the system which pertains to
hi m her by submitting a witten request to the System Manager

Contesting record procedures: Same as access.

Record source categories: Information in this systemconmes fromthe
applicant.
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USDA/ Rur al Devel opnent -7
System nane: Travel Records

System | ocation: Each traveler's file is located in the Local Ofice or Area
O fice in which he/she is enployed; the State O fice responsible for that
Local Office or Area Ofice; or in the National Finance Ofice if the traveler
is enpl oyed at either of those |evels.

Alist of State Ofices and any additional States for which an office is
responsi ble is included under the systemtitled "USDA/ Rural Devel opnent-1
Applicant, Borrower, Grantee, or Tenant File." The addresses of State,
Local, and Area Offices are listed in the tel ephone directory of the
appropriate city or town under the heading "United States CGovernment,
Department of Agriculture, Rural Devel opnent."”

Categories of individuals covered by the system Al Rural Devel opnent
enpl oyees and former enpl oyees whose travel expenses have been paid for by
Rural Devel opnent.

Categories of records in the system The systemconsists of files containing
enpl oyees; itineraries and travel vouchers.

Aut hority for maintenance of the system 7 U S.C. 1921 et seq., 42 U S. C
1471 et seq., and 5 U.S.C. 301

Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses: Wien a record on its face, or in
conjunction with other records, indicates a violation or potential violation
of law, whether civil, crimnal, or regulatory in nature, and whether arising
by general statute or particular programstatute, or by regulation, rule, or
order issued pursuant thereto, disclosure may be nade to the appropriate
agency, whether Federal, foreign, State, local, or tribal, or other public
authority responsible for enforcing, investigating, or prosecuting such
violation or charged with enforcing or inplenenting the statute, or rule,
regul ati on, or order issued pursuant thereto, if the information disclosed is
rel evant to any enforcenent, regulatory, investigative, or prosecutive
responsibility of the receiving entity.

Policies and practices for storing, retrieving, accessing, retaining and
di sposing of records in the system

Storage: Records are nmaintained in file fol ders.

Retrievability: Records are indexed by nane.
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Saf eguards: Records are kept in locked offices at all levels. Access at al
levels is restricted to authorized Rural Devel opnent officials.

Ret enti on and di sposal: Records are nmintained subject to the Federal Records
Di sposal Act of 1943 (44 U.S.C. 33) and in accordance with Rural Devel opnent's
di sposal schedul es. Records are disposed of six years after the fiscal year
in which the travel occurred.

Syst em nanager (s) and address: The Community Devel opnent Manager at the Loca
Ofice level, the State Director at the State Ofice level, the Deputy Chief
Financial Oficer for Finance Ofice records and the respective
Administrators, for the National Ofice files at the foll owi ng addresses in
the National O fice: Admnistrator, Rural Housing Service, USDA 1400

| ndependence Avenue, SW Room 5014, South Building, Stop 0701, Washington, DC
20250-0701; Adm nistrator, Rural Business-Cooperative Service, USDA, 1400

| ndependence Avenue, SW Room 5045, South Building, Stop 3201, Washington, DC
20250-3201; Administrator, Rural Utilities Service, USDA, 1400 |Independence
Avenue, SW Room 4501, South Building, Stop 1510, Washi ngton, DC 20250-1510.

Notification procedure: Any individual may request information regarding this
system of records, or information as to whether the system contains records
pertaining to himher fromthe appropriate System Manager. |f the specific

| ocation of the record is not known, the individual should address his/her
request to the Freedom of Information Oficer, Rural Devel opnent, USDA, 1400

| ndependence Avenue, SW, Stop 0742, Washington, D.C. 20250-0742. A request
for information pertaining to an individual should contain: Name, address,
and dates and pl aces of enpl oynent.

Record access procedures: Any individual nmay obtain information as to the
procedures for gaining access to a record in the system which pertains to
hi m her by submitting a witten request to one of the System Managers referred
to in the precedi ng paragraph.

Contesting record procedures: Same as access.

Record source categories: Information in this systemcones prinmarily fromthe
enpl oyee.

00o
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Exhi bi t

AUTHORI ZATI ON TO MAKE | NQUI RY OF RURAL DEVELOPMENT, A GOVERNMENT
M SSI ON AREA, AND WAl VER OF PROVI SI ONS OF
THE PRI VACY ACT OF 1974

TO VHOM | T MAY CONCERN:

| (WE), DO HEREBY AUTHORI ZE RURAL DEVELOPMENT TO RELEASE TO

(Nanme of Third Party Requester) ANY | NFORMATI ON WHI CH THEY MAY SEEK

OR REQUEST FROM RECORDS OF RURAL DEVELOPMENT CONCERNI NG MY

(Rural Devel opment personnel will fill out here exactly what the third
party requester wants fromthis individual’'s file) TO RURAL DEVELOPMENT.
ANY RI GHTS WHICH | MAY HAVE TO THE CONTRARY PURSUANT TO THE PRI VACY

ACT ARE HEREBY EXPRESSLY WAI VED.

(Signature of Applicant, Borrower, or Grantee) (Dat e of Signature)

W TNESS: (Name of Wt ness) SI GNED: (Signature of Wtness)

W TNESS: (Name of Wt ness) SIGNED: (Signature of Wtness)

00o
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